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NOT:

Bu dokiiman kurumlarin IPv6’ya gecisinin ikili yigin (dualstack) yontemiyle yapilacagi varsayilarak
hazirlanmistir.
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1. IPv6 Basvurusu

Internet protokol adreslerinin (Internet Protocol- IP) yeni stirimu olan IPv6; yetkilendirilmis internet
servis saglayicilar (iSS) tarafindan, iilkemizin de icinde bulundugu bélgeye hizmet veren Bélgesel
internet Kayit Kurumu olan RIPE Ag Koordinasyon Merkezi (RIPE Network Coordination Center - RIPE
NCC) 'nin yayimladigi “IPv6 Adres Tahsisi ve Atama Politikasi “ baslkli belgeye gore yapilmaktadir.
Bununla birlikte, bu belgenin disinda her bir isletmecinin farkli politikalari olabilmektedir. Ornegin,
Tirk Telekom IPv6 sebekesinde her devre i¢in yonlendirici (router) portlarinda /64 6n ekli IP, coklu
blok olarak ise /56 veya /48 lu IP bloklari vermektedir. Kurumlar Turk Telekom’dan aldiklari /48 IP
blogunu kendi i¢ aglarinda kullanici ve sunucularina paylastirmaktadir. Tiirk Telekom mevcut
politikalari geregince bu adres araligini yeterli gormekte, misterileri icin adres blogunda genisletme
yapmamaktadir. Tim isletmecilerde ¢oklu IP tahsis talepleri slire¢ olarak IPv4 ile ayni sekilde

ilerlemekte olup satis yoneticisi araciligi ile gerceklesmektedir.

Bu durum disinda kurumlar kendi tlizel kisilikleri adina RIPE NCC'den dogrudan IP blogu
alabilmektedir. Bu durumda; ilgili kurumun internet hizmeti aldigi 1SS ile sinir gegis protokoli (Border
Gateway Protocol- BGP) araciligiyla haberleserek kendi IP blogunu internete duyurmasi
gerekmektedir. Boyle bir durum icin yine IPv4 BGP talebi senaryosunun aynisi s6z konusu
olmaktadir. iSS; kurumlarin kendisine ait IPv6 bloklarini iSS metro ethernet devresinden anons
edebilmesi igin ilgili kurum yénlendirici portuna bir IPv6(/64) arayliz IP’si vermektedir. Daha sonra
ilgili kurumun RIPE NCC uizerindeki kayitlari tam oldugu siirece iSS’in ilgili kuruma tahsis ettigi IP

tzerinden kurumlarin kendilerine ait bloklarinin anonsu kabul edilmektedir.



1.1 IPv6 ile Gelen Yenilikler

» IPv6 ya ihtiyag duyulmasinin ana nedeni IPV4 IP adreslerinin bitiyor olmasidir. Bu nedenle IPv6

bitmeyecek bir blytklikte tasarlanmistir. Asagidaki tabloda aradaki bu fark belirtilmistir.

IP Versiyon IPv4 IPv6
Adres Uzayi 32 bit 128 bit
10’luk diizende16’lik diizende
Adres Bigimi
192.168.1.1 2001:0DB8:0234:AB00:0123:4567:8901:ABCD
Adres Sayisi 4.292.967.296 340.282.366.920.938.000.000.000.000.000.000.000.000

» IPv6 yeni glivenlik 6zelliklerine sahiptir:

* |P Guvenligi (IPsec) destegi IPv6’da biitiinlesik olarak gelmektedir.

* |Pv6 adres uzayl daha genis oldugu icin siber saldirilardan 6nce yapilan zafiyet tarama
islemlerinin daha zor olmasi beklenmektedir. Fakat bu istenmeyen kisiler tarafindan zafiyet
taramas! yapilamayacagl anlamina gelmemektedir. Saldirgan disari hizmet verilen IP
adreslerine zafiyet taramasi yapabilmektedir. Hangi IP adreslerinin internetten erisilebilir
oldugunun taramasi ise IPv4 ile kiyaslandiginda daha ¢ok zaman alan bir faaliyettir.

* |Pv6 protokolii yayin (broadcast) yerine coklu génderim (multicast) paketler kullandigindan
bircok bilgi ilgisiz bilgisayarlara gonderilmemektedir. Bununla birlikte ikinci katmandaki bazi
ataklar (DHCP, ARP ataklari gibi) hala mimkin olmaktadir. Ayrica eger anahtarlama
cihazlarinin ¢oklu géonderim (multicast) destegi yok veya coklu gonderim destegi olmakla
birlikte Multicast listener Discovery (MLD) snooping fonksiyonu aktif etmemisse, tiim coklu
gonderim(Multicast) paketler anahtarlama cihazi tarafindan (broadcast edilecek)

yayinlanacaktir.

» IPv6’da paket parcalama (fragmantasyon) islemleri artik aradaki ydnlendiricilerde
yapilmamaktadir. Paket parcalama islemleri yalniz paket Uretilirken yapildigi icin yonlendirici
cihazlarinin Gzerindeki ylk azalmistir. Paket fragmantasyonu ile yapilan ataklar hala mimkin
olabilecegi icin glivenlik cihazlarinin bir sekilde gonderilen paketleri birlestirerek analiz etmeye

devam etmesi gerekmektedir. Bu nedenle glivenlik cihazlarinin yiki degismemistir.



» |IPv6 ile beraber daha sade IP baslik yapisi kullaniimaktadir.

IPv4 Header IPv6 Header

Type. of Total Length
Service - t Flow Label
e e ragmen
Identification
m Offset
i i Payload Length Iz Hop Limit
Time to Live | Protocol Header Checksum \ g Header p

IR T

- Field's Name Kept from IPv4 to IPv6
% - Field’s Not Kept in IPv6

U',- Name and Position Changed in IPv6
=l [ New Field in IPv6

» IPv6 IPv4 e gore daha gelismis servis kalitesi sunmaktadir.

* Ag adres cevrimine (Network Address Translation — NAT) ihtiyac olmamasinin yaninda IP
baslik yapisindaki sadelik gibi faktorler paketin tretilmesi ve iletilmesini hizlandirarak servise
erisim hizi acisindan servis kalitesi artmistir.

* Bir servisin onceliklendirilmesi (QoS) islemi icin IPv6 iki ayri alana sahiptir.

20 bit — akis etiketi (flow label)

8 bit —trafik sinifi gostergesi ( traffic class indicator)

» IPv6 daha esnek otomatik adres yapilandirma seceneklerine sahiptir.

* DHCP olmaksizin u¢ noktadaki cihazlara IP atamasi saglanabilmektedir.

* |Pv6 farkli aglarda ayni IP adresini kullanabilmeyi mimkin kilmaktadir. Bu sayede dolagim
halindeyken kesinti problemlerinin ortadan kaldiriimasi hedeflenmistir. Bu yapida mobil
digiim (mobile node) iki adet IPv6 adresine sahiptir.

- Yerlesik Adres (Home Address - HoA) : Strekli sahip olunan adres
- Degisken Adres (Care of Address - CoA): Kullanici(mobile node) farkli agda iken aldigi
degisken adres.

* Mobil diglim nerede olursa olsun Home Agent (HA) yonlendirici ile tiinel kurmaktadir.



* Asagidaki sekilde bu durum tasvir edilmistir. HA yonlendirici, 6hce mobile node ile bir tinel
kurar. HOA IP adresi HA router In (izerindedir. Haberlesilen diiglimden (Correspondent node -
CN) HoA adresine yapilan istekler HoA ile CoA ipleri arasinda kurulan tiinel vasitasiyla

iletmektedir.

Correspondent Node Mobile Node
(CN) (MN)
| -
2
%5 Pv6 Network & ¥ Foreign
"9, RS Visited
’b/))(”)' é\o‘\oov Network
%, . £
7 ", 9
Home Agent ‘\v
(HA)

1.2 IPv6 Adres Yapisi

» IPv4’te kullanilan 32 bitlik 10’luk diizendeki 4 oktetten olusan yazim formati yerine IPv6’da 128

bitlik ve 16’hk diizende 8 oktet yazim formatina gegilmistir.

IPv4 = 192.168.1.1
IPv6 = 2001:0DB8:0000:0000:02AA:00FF:FE28:9C5A

Farkli diizenlere gecise iliskin 6rnekler asagidaki tablodan goriilebilmektedir:

Ondahk ikilik Onaltihk

(alnlnln}
o001
o010
o011
0100
o101
o110
o111
1000
1001
1010
1011
1100
1101
1110
1111

mmEn @B R 8| e AN O

lElEIRIEE|e|o|~a|n|alunirle




IPv6 adres yaziminda kullanilabilecek bazi kisaltma kurallari bulunmaktadir. Bu kurallari
2A01: OEA8: 0000: 0000: 01CA:00FF:FE15:6B5A IPv6 adres oOrnegi Uzerinden Ozetlemek
gerekirse;
e Her 16 bitlik blokta solda kalan sifirlar adresten atilabilmektedir.
2A01:EA8: 0:0:1CA:FF:FE15:6B5A
e Tamami sifirdan olusan bloklar fazladan bir adet daha “:” kullanilarak sol bastan
sadece bir kere olmak lizere adresten ¢ikarilabilmektedir.

2A01:EA8::1CA:FF:FE15:6B5A

IPv6 yazimindaki kisaltmalar ile ilgi olarak asagidaki 6rneklerde yer verilmektedir.

ORNEK 1:
2001: 0DB8: 0O03E:EF11:0000:0000:C100:004D
2001:DB8&:3E:EF11:0:0:C100:4D
2001:DB8:3E:EF11::C100:4D

ORNEK 2:
2001:0db8:0000:0000:0000:0000:0000:0001
2001:db8:0:0:0:0:0:1
2001:db8::1

2001:0DBE|:UDU[?:UQQQ:DDDD:UDDD:DDDD:DGDG
64 Bit Arayiiz Tanitici

1164
1V 160 =16 164
| V156 =256 164
|, 752 = 4096 164

| f48 =65536 64
132 = 65536 /18



1.3 IPv6 Adres Tahsisi ile Sorumlu Kurumlar ve Tahsis Sureci

Temel internet kaynaklarinin yénetiminden sorumlu bir kurulus olan internet Tahsisli Sayilar Kurumu
(Internet Assigned Numbers Authority — IANA), IP adres tahsislerinin denetlenmesi ve DNS’in
yonetilmesini strdirmekte, internet alan adlari ve IP adreslerini dogrudan ya da IANA'nin yetki

delegasyonu ile diinya capindaki bes Bélgesel internet Kayit Kurumu araciligi ile tahsis etmektedir?.

‘ IANA ‘

Regional Imternet Registries
RIR RIR [ARIN, APNIC, RIPE NCC,
plus possible future RIR's)

Mational Internet Registries
NIR [APNIC region)
‘ ISP/LIR ‘ ‘ ISP/LIR Local Internet Registries
{I5F's}
EU {ISP) EL) ‘ EU End Users

IANA su anda dagitima agilan 2000::/12 blogunu her biri ayri kitalara hizmet veren bolgesel kayit
kurumlarina (ARIN, APNIC, RIPE, AFRINIC) tahsis etmektedir. Ulkemizin de icinde yer aldigi bolge

olan Asya ve Avrupa kitalarina internet kaynaklari RIPE NCC tarafindan tahsis edilmektedir.

1 https://www.ripe.net/publications/docs/ripe-699



https://www.ripe.net/publications/docs/ripe-699

(& RIPE NCC

https://www.ripe.net/about-us/what-we-do/ripe-ncc-service-region

Bolgesel internet kayit kurumlari kendilerine tahsis edilen IP bloklarini varsa llkedeki ulusal internet
kayit merkezine yoksa ISS’lere veya yerel internet kayit merkezlerine (Local Internet Registry- LIR)
tahsis etmektedir. Son kullanicilar ISS’lerden veya yerel internet kayit merkezlerinden IP blogu

talebinde bulunabilmektedir. IP tahsisine iliskin ayrintilar asagidaki 6rnekten goriilebilmektedir.

,:’12 {‘32 f4|8 /64

Registry —»: :

ISP prefix =—l

Site prefix >

6
]
I I
2000, 0db8 l Interface ID
|
|
|
|
I
|
LAN prefix =l

Tahsis siireci:
e |ANA 2000::/3 blogunu kullanima agmistir.
e 2000::/3 lik blok iginden tim bolgesel kayit kurumlari /12’lik 6n ekler halinde tahsis
edecekleri blogu alir.
e RIRlar IANA dan aldigi /12’lik blok icerisinden /32’lik bloklari yerel internet kayit

merkezlerine tahsis eder/satar.
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Internet Assigned Numbers Authority(IANA)

Reginal Internet Registry (RIR)

Local Internet Registry (LIR)

Son kullanici

LIR’lere verilen bir /32 adres blogu tizerinden incelenecek olursa:
* Buylk musterilere genellikle /48, orta 6lgekli musterilere /52 alt ag verilmektedir.
* /48 adres bloguna sahip bir misteri 64K adet /64 bloguna, /52 icinde 4K adet /64 bloguna

sahip olmaktadir.
Asagida RIPE tarafindan paylasilan ve IP blogu ihtiyaclarinin belirlenmesinde kullanilabilecek bir

tablo bulunmaktadir. S6z konusu tablo ile pratik bir sekilde IP bloklarinda olusturulabilecek host

sayisl tespit edilebilmektedir.
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Ornek:

Your prefix: 2001:db8::/32

POP1 | 2001:b8:0000:/48
1 Infrastructurs | 2001:db8:0000:0000:/52

loopback addrassas | 2001:db8:0000:0000::/64
mail server vian | 2001:db8:0000:0001::/64
veww server vian | 2001:db8:0000:0002::/64
proxy server vian | 2001:db8:0000:0003::/64
usenet server vian [ 2001:db8:0000:0004::/64
VolP sarver vian | 2001:db8:0000:0005::/64
DNS sarver vian | 2001:db8:0000:0007::/64

cri.pop1 | 2001:db8:0000:1000::/52
swi | 2001:db8:0000:2000::/52
cr2.pop1 | 2001:db8:0000:3000::/52
sw2 | 2001:db8:0000:4000::/52

POP2 | 2001:db8:0001:/48

cri.pop2 | 2001:db8:0001:1000::/52
cr2.pop2 | 2001:db8:0001:2000:/52
colo1 | 2001:db8:0001:3000::/52
colo2 | 2001:db8:0001:4000::/52
ar| 2001:db8:0001:5000:/52

P2P Customer Connaction 1|2001:db8:0001:5001::/64
P2P Customer Connaction 2 | 2001:db8:0001:5002::/64

Yukarida paylasilan 6rnek sema lizerinden IPv6 planlamasi incelenecek olursa:

/32’li bir blok gerek gordukece cogaltacak sekilde /48 lik POP noktalarina ayrilmaktadir.
/32 = 64K adet /48 icermektedir.

/48 POP noktasi /52’lik alt bloklara ihtiyag olacak sekilde boélinerek ilerlenmektedir.
/48 2> 16 adet /52 blogu icermektedir.

Kuclk capli musterilere /64 IP blogu dagitilacag! disiunulirse /52 blogu icinde 4096 adet musteri

baglantisi saglanabilmektedir.
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1.4 IPv6’yiisletim sistemlerinde aktif etme
Normalde modern isletim sistemlerinin son strimlerinde IPv6 aktif bir sekilde gelmektedir. Fakat

eger aktif degil ise asagidaki gibi IPv6 i asagidaki gibi aktif edebilirsiniz.

1.4.1 Freebsd

IPV6 yi aktif etmek igin FreeBSD isletim sitemlerinde /etc/rc.conf network konfiglirasyon dosyasi
icindeki ipv6_enable satirini yes yapmaliyiz.

# cat /etc/rc.conf

ipv6_enable=yes

IPv6 in aktif olup olmadigini ifconfig <interface_name> komutu ile kontrol edebiliriz.

# ifconfig fxp0

netif komutu ile network servisini restart edebilirsiniz.
# /etc/rc.d/netif start
# /etc/rc.d/netif stop

# /etc/rc.d/netif restart

isletim sisteminin Fe80:: ile baslayan IP adresini interface e atandigini gérmelisiniz.

Ayrica IPv6 loopback IP adresi olan ::1 IP adresine ping atarak kontrol yapabilirsiniz.

# ping6 11

1.4.2 Linux
IPV6 yi aktif etmek icin FreeBSD isletim sitemlerinde /etc/rc.conf network konfiglirasyon dosyasi
icindeki ipv6_enable satirini yes yapmaliyiz.

# cat /etc/sysconfig/network
NETWORKING_IPV6=yes

14



service veya systemd komutu ile network servisini restart edebilirsiniz.
# /sbin/service network restart
veya

# systemctl restart networking

isletim sisteminin Fe80:: ile baslayan IP adresini interface e atandigini gérmelisiniz.

Ayrica IPv6 loopback IP adresi olan ::1 IP adresine ping atarak kontrol yapabilirsiniz.

# ping6 11

1.4.3 Windows

Windows isletim sistemlerinde IPv6 6zellikleri kurulum sirasinda yiklenir ve aktif edilir. Eger IPv6
aktif degil ise
# netsh interface ipv6 install

Komutu ile aktif edilebilir.

# ipconfig

Komutu ile isletim sisteminin Fe80:: ile baslayan IP adresinin arayiize atandigini gérmelisiniz.

# ping 11

Komutu ile loopback interface’e ping atarak test edebiliriz.

IPv6 adresleri verildikten sonra tiim digimlere coklu génderim adresi olan ff02::1 adresine ping
atabilirsiniz. Bu adrese ping atinca bu ping paketi sizin node unuzun bulundugu network de bulunan
tim node’lara gonderilir ve bu nodelarin hepsinden gelen cevap paketleri sizin node’a gelir. Boylece
ayni netwok de bulunan tiim node’lari 6grenmis olursunuz. Ayni network igindeki haberlesme link

local IP adresi ile yapildigi icin tlim cevap paketleri fe80:: IPv6 adresine sahiptir.

1.5 Windows Sistemlerde DHCPv6, DNSv6 Konfiglirasyonu

DHCPv6 ve DNSv6 konfigilirasyonlarina iliskin hususlar, topolojisi asagida verilen bir uygulama

Uzerinden anlatiimaktadir.
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ipvb enable FW

Port3 vmet3
ipv4 :192.168.3.1/24
ipv6 : FC:AB:AB:2::1/64

Port2 vmet2 \J ipvé DHCP & DNS

ipv4 :192.168.1.1/24
ipv6 : FC:AB:AB:1::1/64

ipvd :192.168.3.10/24
ipv6 : FC:AB:AB:2::10/64

Ipv6 enable ipv4:192.168.1.10/24
windows 10

Uygulamada sirasiyla asagidaki islemler gerceklestirilecektir:
1) Digumlere statik IPv4 adresleri atanarak erisimlerin saglanmasi.
2) Win10 makinesinin durum tutmayan (stateless) metod ile IP almasi igin
yapilandirma yapilmasi

3) Win10 makinesinin durum tutan (statefull) metod ile IP almasi icin yapilandirma yapilmasi
1.5.1 Digimlere Statik IPv4 ve IPv6 Verilmesi

Statik IP adreslerini Denetim Masasi\Ag ve Internet\Ag Baglantilari bashgi altinda yer alan “ethernet

ozellikleri” bashgi altindan yapilabilmektedir.
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Bagdastina seceneklerini degistir | N
B Ethernet Lalicmic s lacma caranald larini
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Bu ag aygitini devre digi birak Bu baglantiyr tanila Bu baglantiyi yeniden adlandir Bu baglantinin durumunu gérintile Bu baglantinin ayarlanni degigtir s- v °|
Bluetooth Ag Baglantisi - Bl " - Ethernet 3
B b degi l\..:-. AL ":-’_ btk.gov.tr
0 Bluetooth Device (Pers K @ n{ W= Realtek USB GbE Farnil...
Ethernet 4 L vE Badlant - “Box Host-Only
B Aj De 1Pv4 Badlantsi: b rk
i TA 7 M 1pvs Baglants: . fis
Vo Baglants Ag lletigmi  Kimlik Dogrulama ~ Paylagm
VhMware Metwork l: VK Medya Durumu: e Metwork
Adapter VMnet1 — ‘-_ Ag Sire: Baglanrken kullan ar'VMnet12
Devre dig ~ El Hiz: Realtek 1USB GbE Family Controller
Viware Metwork l: VK Ayrintlar. .. e Metwork
= Adapter VMnet13 s Ac Yaplandr... r VMnet16
W= FEtkin T Bl Bu badlant agadidaki odeler kullanir:
- W I gy g i
VMware Metwork l- Wi Etkinlik .Junlper Nefuiork Service ~ te Metwork
5 AdapterVMnet17 SUS ¥l . intemet Protokoli Sirim 4 (TCP/IPv4) oY Mnet?
= Etkin = Ganderilen & Microscft AJ Bagdagincisi Cogullayici Protokald
¥ o Microsoft LLDP Protokoll SGricdsd
™ Viware Metwork l: . Vi | w| g intemet Protokold Strim & (TCP/IPvE) fe Network
> f\d?pter‘v'MnetB ~ 0 Ac Bayt: e | v . Badlant Katmari Topolojisi Bulma Yantlayicisi ir VMneté
i~ Etkin = Etl v 4 Baglant Katmar Topolojisi Bulma Egleyicisi G/G Sinic v
" < >
VMware Metwork [ VN S tzelider || EJDewn
= Adapter VVinet? =0 ;CI Yiikle Ozelikler ED'
Etkin | Dual Ba
Agklama
TCP/IP slinim 6. intemet protokolindn birbiine bagh farkd
adlar arasinda iletigim sadlayan en son sGrimd.
segildi C
Tamam iptal

Topolojideki Windows 10 ve Windows 2012 sunucuda statik IP atamasi yapildiktan ve ag gecidinde

ilgili izinler verildikten sonra erisimlerin saglanip saglanamadigi ping6 komutu ile test edilebilir.

Ethernet adapter Ethernet0:

Connection-specific DNS Suffix
IPuG Address. . . . . .
Link-local IPv6 Address

IPu4 Address.

Subnet Mask

Default Gateway

fc:ab:ab:2::10
fe80::70c8:2058:hdi46:21e9%12
192.168.3.10

255.255.255.0

fc:ab:ab:2::1

192.168.3.1

Tunnel adapter isatap.{DB97D689-655A-4DC8-A463-35C65SASBBAAS):

Media State e
Connection-specific DNS Suffix

Media disconnected

C:\Users\Administrator>ping -6 FC:AB:AB:1::10

Pinging fc:ab:ab:1:

1
fc:ab:ab:1
fc:ab:ab:1
fc:ab:ab:1
fc:ab:ab:1

0 with 32 bytes of data:
::10: time<ims
::10: time<dims
::10: time<ims
::10: time<ims

Ping statistics for fc:ab:ab:1::10:

Approximate round trip

Packets: Sent = 4, Received =

Minimum = Oms, Maximum = Qms,

4, Lost = 0 (0% loss),

times in milli-seconds:

Auverage = Oms
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1.5.2 Durumsuz (Stateless) IP Yapilandirmasi
Ag gecidi lizerinde yapilan asagidaki yapilandirma sayesinde istemci link-local IP adresini kullanarak
ag gecidini bulacak ve ag gecidi lzerinden kullanacagl 6n ek bilgisini gorebilecektir. S6z konusu

yapilandirma cihazdan cihaza degisebilmekle birlikte iki portta belirtilen ipv6-prefix-list komutu

cahstirldiginda ilgili porttan yayinlanacak IPv6 dneki gorilebilmektedir.

Port2 arkasindaki Windows 10 isletim sisteminde ipconfig komutu ile alinan IP adresin kontrol
edildiginde fc:ab:ab:1::/64 blogundan IP aldigi gérilmektedir.
thernet adapter Ethernete 2:

Connection-specific DNS Suffix

IPv6e Address : fc:ab:ab:1:ec67:a6ab:52b6:7662
Temporary IPv6 Address : fc:ab:ab:1:fd26:b3ed:8abé6:2d54

Link-local IPv6é Address : feBO::ec67:a6ab:52b6:7662%7

IPv4 Address : 192.168.1.106

Subnet Mask : 255.255.255.0

Default Gateway : feBO::208c:29ff:Tea®:2328%7
192.168.1.1

Benzer sekilde Port3 arkasindaki Windows 2012 sunucudan kontrol edildiginde fc:ab:ab:2::/64
blogundan IP bilgisi aldigi gortlmektedir. Ping komutu ile farkh bloklar arasindaki erisim test

edilebilmektedir.
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C:\Users\Administrator>ping -6 fc:ab:ab:1:ec67:abab:52b6:7662 -t

:ab:ab:1:ec67:a6ab:52b6:7662 with 32 bytes of data:
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<lims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<lims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<lims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims
fc:ab:ab:1:ec67:a6ab:52b6:7662: time<ims

Ping statistics for fc:ab:ab:1:ec67:a6ab:52b6:7662:
Packets: Sent = 11, Received = 11, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
Control-C

Varsayilan rota (default route) kaydina router print -6 komutu ile bakildiginda kaydin ag gecidinin

global unicast IP’si olmadigi, onun yerine ag gecidinin link local IP adresi oldugu gorilebilmektedir.

IPUG Address. .. . ... . .o o .o o . o o FCzabsab:2:70c8:2058:bdi46:21e9

Link-local IPub Address . . . . . : fe80::70c8:2058:bd46:21e9%12

IPvd4 Address. . . . . . . . . . . : 192.168.3.10

Subnet Mask . = s v s o ome v o w0 299:2D9.255:0

Default Gateway . . . . . . . . . : fe80::20c:29ff:feal:2332%12
192.168.3.1

Tunnel adapter isatap.{DB97D689-655A-4DC8-A463-35C65ASBBAAS) :

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix

C:\Users\Administrator>route print -6

Interface List
12...00 O¢c 29 4c 59 01 Intel(R) 82574L Gigabit Network Connection

Software Loopback Interface 1
00 00 00 B0 00 00 00 e® Microsoft ISATAP Adapter

Active Routes:

If Metric Network Destination Gateway

12 266 ::/0 fe80: :20c:29ff:fead:2332

1 306 ::1/128 On-1link

12 266 fc:ab:ab:2::/64 On-1link

12 266 fc:ab:ab:2:70c8:2058:bd46:21e9/128
On-link

12 266 fe80::/64 On-1link

12 266 fe80::70c8:2058:bd46:21e9/128
On-1link

1 306 ff00::/8 On-1link
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Avyrica ag gecidinin MAC adresinden link lokal adresi hesaplanabilmektedir:
Port3’teki ag gecidinin MAC adresi : 00:0C:29:A0:23:32 dir. MAC adresi EUL-64 islemine tabi
tutulursa;
00:0C:29:FF:FE:A0:23:32
0000 0000:0C:29:FF:FE:A0:23:32
Fe80::02:0C:29:FF:FE:A0:23:32
Port 3’lin link—local unicast adresi : fe80::20C:29FF:FEA0:2332 oldugu gorilebilmektedir.

1.5.3 Ag Gegidi Uzerinden Digiimlere DNS Adresi Verilmesi

Ag gecidi diglimlere DNS’i DHCP den almasi gerektigi bilgisini other flag degerini 1 olarak

ayarlandiginda yapmaktadir. Bu islem set ip6-other-flag enable komutu ile yapilmaktadir.

Bu uygulamada DHCP sunucu olarak ag gecidi olarak kullanilan “testfw” kullanilacaktir.

"port2’
erl fc:ab:
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istemci tarafindan kontrol edildiginde DNS adresi olarak fc:ab:ab:2::10 adresi gériilebilmektedir.
Mrnet adapter Etherneto 2:

Connection-specific DNS Suffix . : abc.com

Description . . . . . « . + « + «. : Intel(R) PRO/122@ MT Network Connection #2
Physical Address. . . . . . . . . : ©0-2C-29-E6-7C-1F

DHCP Enabledy . ciie oo n aiie e ais NO

Autoconfiguration Enabled . . . . : Yes

IPv6 Address. . . . . . . . . . . : fc:ab:ab:1:ec67:a6ab:52b6:7662(Preferred)
Temporary IPv6 Address. : fc:ab:ab:1:54a3:9822:2¢ca0:fbbd(Preferred)

Link-local IPv6 Address . . . . . : Te80::ec67:a6ab:52b6:7662%7(Preferred)

IPv4 Address. . . . . . . . . . . : 192.168.1.10(Preferred)
SUbNEt Mask:=. SioCd e vite s v 2955255525550
Default Gateway . . . . . . . . . : fe89::20c:29ff:fea®:2328%7
192.168.1.1
DHCPv6 IAID . . . . . +« « « « « . - 83889193
DHCPv6 Client DUID. . . . . . . . : ©0-21-00-01-21-7F-E8-53-00-2C-29-11-3E-52
DNS Servers . . « .« « « « « « « « & fc:ab:ab:2::10
NetBIOS over Tcpip. . « . . . . . : Enabled
Connection-specific DNS Suffix Search List
abc.com

1.5.4 DHCPv6 ile Duruma Bagh (Statefull) IP Yapilandirmasi

Windows DHCPv6 kurulumunda izlenecek temel adimlar asagidaki gibidir.

Galistir alanina ServerManager yazilir.

= Run -
=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.
(ol s erverManager] v
| OK || Cancel | | Browse... |
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Server Manager * Dashboard

e Add Roles and Features Wizard

& Dasl

B Local Server - DESTINATION SERVER
iz All Servers Before you begln WIN-GD34A7DLPQD

W& File and Storage Se o ] A ) ) )
Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next

[[] Skip this page by default

< Previous [ Next > nstall Cancel

Add Roles and Features Wizard \;l_-

. . DESTINATION SERVER
Select installation type WIN-GD34ATDLPQD

Se ; : ’ ' . :
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

; (® Role-based or feature-based installation
Server Selection ] ; : .
Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous ‘ I Next > Install
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Add Roles and Features Wizard =|a] X
&

Select server roles
Add features that are required for DHCP Server?
Selectone ormoreroles to install on thie:se The following tools are required to manage this feature, but do not

have to be installed on the same server.
Roles

i : 4 Remote Server Administration Tools
_\ Active Directory Certificate Service

4 Role Administration Tools
[Tools] DHCP Server Tools

[] Active Directory Domain Services

j Active Directory Federation Service|
] Active Directory Lightweight Direct

[[] Active Directory Rights Manageme|

[] Application Server

O

[T] DNS Server

] Fax Server

[®] File and Storage Services (1 of 12 i
l Hyper-V

] Network Policy and Access Service

[] Print and Document Services
[] Remote Access
[[] Remote Desktop Services

Include management tools (if applicable)

IAdd Features I Cancel |

< Previous

Installii Cancel

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
DHCP Server

Confirmation

Select one or more features to install on the selected server.

Features

b O
b [M] .NET Framework 4.5 Features (2 of 7 installed)
> O Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[7] BranchCache
[] Client for NFS
[[] Data Center Bridging
[] Direct Play
[[] Enhanced Storage
[[] Failover Clustering

1>

[[] Group Policy Management
[] 1S Hostable Web Core

[] Ink and Handwriting Services
e F v

<} 1l HE

DESTINATION SERVER
WIN-GD34A7DLPQD

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | I Next > |

[ Install ‘ I Cancel
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DESTINATION SERVER

DHCP Server WIN-GD34A7DLPQD

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers
and other devices that are enabled as DHCP clients. Deploying a DHCP server on the network provides
Installation Type computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP options. This allows computers and devices
to connect to other network resources, such as DNS servers, WINS servers, and routers.

Before You Begin

Server Selection
Server Roles
Features Things to note:

DHCP Server * You should configure at least one static IP address on this computer.

Confirmation * Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan
in a safe place for later reference.

< Previous I I Next > | Install J Cancel

DDA vocls, DDA voc:ls

[er DESTINATION SERVER

Confirm installation selections WIN-GD34ATDLPQD
arage S install the followi I I i f lected lick Il
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [T] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features
DHCP Server DHCP Server
Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

‘ Next > ‘ I Install II Cancel l
e e

Kurulum tamamlandiktan sonra DHCP sunucu konsolunda c¢alistir alanina dhcpmgmt.msc yazilarak

veya sistem yonetici menusiinden araglar bashgi altindaki DHCP segilerek erisilebilmektedir.
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DHCP yonetim konsolu asagidaki gibidir:

ST VAT VAL IO LD IhINIEA T A

oy

File Action View Help

= =[] = 8

Contents of DHCP

4 § win-gd34a7dl|| § win-gd34a7dlpqd
b iy IPv4
b G IPvE More Actions

Bir sonraki adimda fc:ab:ab:1::/64 blogu icin DHCP’de kapsam tanimi yapilabilmesi igin:
@ DHCP -o] x /N

CFile Action View Help o
o 2@ 6 6 ]
@ DHcP
4§ win-gd34a7d) e pr Scope Name X
b i'p“ You have to provide an identifying scope name. You also have the option of providing a \
a i 1Py description. ~H »
2 ce A scope is a range of IP ad
(3 Server must create and configure| Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.
To add a new scope, on th
Name: |seope _fc:ab:ab:1|
For more information abo
Description: I
< ] >

BPA results

[ <Back || Net> | [ Cancel
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Exclusions are addresses or a range of addresses that are not distributed by the server.

Type the |Pv6 address range that you want to exclude for the given scope. f you want
to exclude a single address, type an identifier in Start |Pv6 Address only.

Start IPv6 Address: fcabzab:1: |1:1:1;1
End IPv6 Address: feabiab:1: 1:1:16f I Add I
Excluded address range:

fcab:ab:1:1:1:1:1to fc:abab:1:1:1: 14

2

DHCP [=[a x T}

File

Action View Help

oo 2@ 3G Qg

4

@ DHCP

3 win-gd34a7d)|
b @B IPv4
4 i IPv6

(3 Server

o poarS— Add Exclusions
Exclusions are addresses or a range of addresses that are not distributed by the server.

A scope is a range of IP adi
must create and configure|

Type the IPv6 address range that you want to exclude for the given scope. If you want
To add a new scope, on th to exclude a single address, type an identfiier in Start IPv6 Address only.

Start IPv6 Address: fcabiab:1: |50
End IPv6 Address: fcabiab:1: I1a Add I

Excluded address range:

For more information abo

BPA results

<Back || Net> | [ Cancel
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4 DHCP -a’x 11

File Action View Help

- | B D@ :
| New Scope Wizard +
2 DHCP
a win-gd34a7dl 0 Add a Sc Scope Lease =
B 1Pva The lease duration species how long & chent can use an IPvE address cbtaned from this
4 B IPvE SO0 >
- A scope is a range of IP ad{
v must create and configure
Lease durations should typically be equal to the average tine the computer is
To add a new scope, on thi Conmactad 16 the same physical network
For more information abog
Non Temporary Address(IANA)
Preferred Lfe Time
Days Hours Mnutes
" =1 - o
Vaid Life Time
Days Hours Mrutes
12 | o= [o=]
" |
| i
BPA results
Back Next > Cancel
g DHCP - | O X l
File Action View Help
- = N ? f | o =
New Scope Wizard
& DHCP
4 § win-gd34a7d| .
g I 0 Add a Scope Completing the New Scope -
g L ) Wizard
4 @ IPv6

A scope is a range of IP ad
must create and configure

S You have successfully completed the New Scope wizard
3 erver

The scope summary is as follows

To add a new scope, on th Prefix: fc:abzab:1 64

Non-Temporary Address Lease
Valid Lifetime 12 Days 0 Hours 0 Minutes
Prefered Lifetime 8 Days 0 Hours 0 Minutes

For more information abo

Activate Scope Now
& Yes
™ No

To close this wizard, click Finish

BPA results

<Back | Fnsh | Cancel

Genelde DHCP sunuculari digiimlerden farkl bir ag blogunda yer almaktadir. Bu durumda digiimin

bagh bulundugu ag gecidi lizerinde DHCP relay konfiglirasyonu yapilmali ve bu konfiglirasyonda

DHCP sunucusunun IPv6 adresi belirtilmelidir.
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Asagida Fortigate marka bir firewalllda DHCP relay konfigiirasyonunun nasil yapildig

gorulebilmektedir.

testfw (port2) # show
config system interface
edit "port2"
set vdom "root"
setip 192.168.1.1 255.255.255.0
set allowaccess ping https ssh http
set type physical
set snmp-index 2
config ipv6
set ip6-address fc:ab:ab:1::1/64
set ip6-allowaccess ping https ssh
set ip6-send-adv enable
set ip6-manage-flag enable
set ip6-other-flag enable
set dhcp6-relay-service enable
set dhcp6-relay-ip fc:ab:ab:2::10
end
next

end

istemci tarafinda durumsuz olarak alinan IP adresinin asagidaki gibi birakilip, tekrar IP talep

edildiginde DHCP sunucuda belirtilen araliktan IP alindig1 goriilebilmektedir.
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C:\Users\IEUser>ipconfig /release6 C:\Users\IEUser>ipconfig /renew6

Windows IP Configuration Windows IP Configuration
Ethernet adapter Ethernet0 2: Ethernet adapter Ethernet0 2:
Connection-specific DNS Suffix . : Connection-specific DNS Suffix . :

Link-local IPv6 Address .. ... : cevninn....:fciabiab:1:748e:cald:6429:a6a6
IPvd Address. ..........:
Subnet Mask . ...

192.168.1.1 cieenen. .t feB0::20c:29ff:fea0:2328%7
192.168.1.1

Windows IPv6 DHCP sunucu Uzerinden Windows IPv6 DNS sunucusunu kullandirmak ve

sunucusunun kurulumunu yapabilmek amaciyla asagidaki islemler yapilmahdir:

DESTINATION SERVER

Before yOou beg in WIN-GD34A7DLPQD

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selecticn .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Install Cancel

DESTINATION SERVER

Select installation type WIN-GD34A7DLPQD

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type
@ Role-based or feature-based installation
Server Selection y . i .
Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Install Cancel

‘ < Previous | | _ Next >

29

DNS



Select destination server

Before You Begin
Installation Type
Server Roles

Features

DESTINATION SERVER
WIN-GD34A7DLPQD

Select a server or a virtual hard disk on which to install roles and features.

(® Select a server from the server pool
O Select a virtual hard disk

Server Pool

Filter: | |

Name IP Address Operating System

WIN-GD34A7DLPQD 192.168.3.10 Microsoft Windows rver 2012 R2 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

Cancel

< Previous ] | Next > Install

Select server roles

DESTINATION SERVER
WIN-GD34A7DLPQD

i = Add Roles and Features Wizard -
Select one or more roles to install on the
Roles Add features that are required for DNS Server?
- Active Directc ertific The following tools are required to manage this feature, but do not
Active Directory Domain ¢ have to be installed on the same server
Active Directory Federation Servi
4 Remote Server Administration Tools
Active Directory Lightweight Dire
4 Role Administration Tools
Active Directory Rights Managen
[Tools] DNS Server Tools
Application Server
V| DHCP Server (Installed

Fax 2rver

ile and Storage Services (1 of 13

r-V
ork Policy and Access Serviq |

rint and Document Services [¥] Include management tools (if applicable)

emote Ac

. ‘ Add Features | Cancel

Remote Desktop Services

ocal Server
< Previous Next > Install Cancel

Confirm installation

Before You Begin
Installation Type
Server Selection
Server Roles
Features

DNS Server

Confirmation

DESTINATION SERVER
WIN-GD34A7DLPQD

selections

To install the following roles, role services, or features on selected server, click Install.

[ ] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DNS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

Export configuration settings
Specify an alternate source path

Install Cancel

Next >
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Kurulum sonrasinda sirket.com.tr seklinde bir zone tanimi su sekilde yapilabilmektedir:

o DNS Manager - | i
File Action View Help
e zm o BHml @ 8a
2, DNsS
a4 5 WIN-GD34A7DLPQD

[ Global Logs Zone Name a

[l Forward Lookup Zones What is the name of the new zone?
I+ | Rewverse Lookup Zones
b 5] Trust Points ‘fes the portion of th for which this )
= . The zone name specifies portion of the DNS namespace which server is
b [0 Conditional Forwarders authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DNS server.

Zone name:
sirket.com.tr |

<Back || mNext> | [ cancel |

Test sirasinda kullanmak amaciyla bir host kaydi asagidaki sekilde girilebilmektedir:

[ = a2 Ec: Bm 8 oo

£ ons Hame Type Daata
a [ WN-GDIATOLPCD [ ] {zame 2= parent folder) Start of Authority (S04)  [1] win-gd3aTdipgd. hostmaster.
b (E§ Global Logs [ ] {zame a5 parent Folder) Hame Server (M5) win-gdidaTdlpgd.
# [ Forward Lookup Zones ﬂﬁ IP6 Host (AAMAY 0019:000 1:0011:0011:0011:0011:0011:0011
o skt comir

B Rﬂmmgup.ﬁmn
b Trust Poimts
b ] Conditsenal Forwarders

31



DHCP tarafinda DNS tanimlamasi asagidaki sekilde gergeklestirilmektedir.

«= 2@ c| BE &

% DHCP

4 § win-gd34a7dipqd 0
4 B IPva Scope Options ll-

3 Server Options

b (5l Reservations
Scope Options
3 Server Options Data entry

< m >

New IPv6 address:

3 Policies 'S::’:;:L General | Advanced DHCP clients. For example, some commonly used options include IP addresses
p @ Filters r
4 B IPVvE Scope o waiable Options Desapbcn%
4 [ Scope [fc:abiab:1::] scope.d [ 00021 SIP Server Domain Name List Domain Nar = |
it TSN o set'th [ 00022 SIP Servers IPv6 Address List IPV6 addres
— % 00023 DNS Recursive Name Server IPv6 Address ... IPv6 Addret
W Exchusions For mor, [ 00024 Domain Search List Domai st v

a 5 win-gd34a7dlpqgd |i=] 00023 D

-3 Server Options

=1 Policies General | Advanced

- [ Filters

“ i 1PvE Awvailable Options Description . ~
[] 00022 SIP Servers IPv6 Address List IPv6 addres —
a4 [] Scope [fc:ab:ab:1::] scope_i =
00023 DNS Recursive Name Server IPv6 Address ... IPv6 Addres
& Address Leases =] 00024 Domain S List Ty e——
i Exclusions [ 00027 NIS IPvE Address List IPvE Addres ~
p = Reservations < ™ >
-, Scope Options
.3 Server Options — Data entry

New value:

Current Values:

sirkket.com tr Remove

oK | [ cancel Aoply

oK | [ Cance |[ Aoy |
File Action View Help
= | (@ R E G = B &
[Z¥ DHCP Option Name Vendor Value Class

’ [ = WSS |20
4 G IPva |2 00024 D Scope Options =

None

istemci tarafinda DNS’in IP alip almadigi su sekilde kontrol edilebilmektedir:
C:\Users\IEUser>ipconfig /renew6

Windows IP Konfiglirasyonu

Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix . : sirket.com.tr

IPv6 Address. . .........:fc.ab:ab:1:cedb:fc06:252b:174

Link-local IPv6 Address . . . .. : fe80::ec67:a06ab:52b6:7662%7

IPv4 Address. .. ........:192.168.1.10

Subnet Mask . ..........:255.255.255.0

Default Gateway . . .......: fe80::20c:29ff:fea0:2328%7
0192.168.1.1
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C:\Users\IEUser>ipconfig /all
Ethernet adapter Ethernet0 2:

Connection-specific DNS Suffix . : sirket.com.tr

Description .. .........:Intel(R) PRO/1000 MT Network Connection #2
Physical Address. . . ......:00-0C-29-E6-7C-1F
DHCP Enabled. ..........:No
Autoconfiguration Enabled . . . . : Yes
IPv6 Address. . . ........:fc:ab:ab:1:cedb:fc06:252b:174(Preferred)
Lease Obtained. . ........:25 Mart 2020 Carsamba 05:52:36
Lease Expires . .........:6 Nisan 2020 Pazartesi 06:02:29
Link-local IPv6 Address . . . .. : fe80::ec67:a6ab:52b6:7662%7(Preferred)
IPv4 Address. . .........:192.168.1.10(Preferred)
Subnet Mask . ..........:255.255.255.0
Default Gateway .. .......:fe80::20c:29ff.fea0:2328%7
:192.168.1.1
DHCPV6IAID . ..........:83889193
DHCPv6 Client DUID. . .. ....:00-01-00-01-21-7F-E8-53-00-0C-29-11-3E-52
DNS Servers...........:fc:ab:ab:2::10
NetBIOS over Tcpip. . . .....:Enabled

Connection-specific DNS Suffix Search List : sirket.com.tr

istemci tarafindan DNS’e girilmis host kaydinin kontrolii su sekilde yapilabilmektedir:
C:\Users\IEUser>nslookup

DNS request timed out.
timeout was 2 seconds.

Default Server: UnKnown

Address: fc:ab:ab:2::10

> ipvb.sirket.com.tr
Server: UnKnown

Address: fc:ab:ab:2::10

Name: ipv6.sirket.com.tr
Address: 11:11:11:11:11:11:11:11
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DNS Sunucuda reverse DNS kaydi girilebilmesi icin 6ncelikli olarak reverse zone tanimi yapiimalidir;

File Action View Help

| 2@ c|@Bm FE

- ' 1 Class

& DNS None

4 § WIN-GD34A7DLPQD 0 i Vs e e
b Global Logs

«3 FOMA:“ Lookup Zones The Domain Name §
(] sirket.com.tr zones. Each zone sto
] Reverse Lookup Zones domains. Reverse Lookup Zone Name

b [ Trust Points A reverse lookup zone translates IP addresses into DNS names.
p (] Conditional Forwarders || Toadd anew zone,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

() IPv4 Reverse Lookup Zone

© IPv6 Reverse Lookup Zone

T
None
ﬁ Add a New Zone None

The Domain Name
zones. Each zone st

domains. Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To add a new zone,

To name the reverse lookup zone, enter an IPv6 address prefix to auto generate the
zone name(s). Depending on the prefix you enter, up to 8 zones may be created.

IPv6 Address Prefix:
| 11:11:11:11:: /64

Reverse Lookup Zones
[} 1.1.0.0.1.1.0.0.1.1.0.0.1.1.0.0.ip6.arpa

<Back || Next> | [ cancel |
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File Action View Help

es 2@z HBm iEa

2 DNS Name Type Status DNSSEC Status Key
4 § WIN-GD34A7DLPQD (2] 1.1.0.0.1.1.0.0.1.1.0.0.1.1.0.0.ip6.arpa Standard Primary Running Not Signed
b ({3 Global Logs —
4 [ ] Forward Lookup Zones
(2] sirket.com.tr

b . Reverse Lookup Zones
p [ Trust Points
p ] Conditional Forwarders

<| n >

Reverse zone kaydinin tamamlanmasi igin:

File Action View Help F— )
e« zmE =z Be &
s oNs - Host IP Address:
& ne . o . .
+ 3 WIN-GD3ATDLPGD ] (same |oo11.oo11.ao11.m11. ermaster.
b (&) Global Logs Eltsame { | Fully qualified domain name (FQDN):
4 (3 Forward Lookup Zones [11.0.0.1.1.0.0.1.1.0.0.1.1.0.0.106 .apa
2] sirket.com.tr
4 [ Reverse Lookup Zones Host name:
=] 1.1.0.0.1.1.0.0.1.1.0.0." | _
b [ Trust Points Lookin:  [[Z] srket.com.tr v]|[E]
p (] Conditional Forwarders Records:
Name Type Data Timestamp
[Sipvs | IPv6 Host ... 0011:0011:001...
< m > Selection: ‘ ipv6.sirket.com. tr
Record types: | Hosts (A or AAAA Records) v|

Lo J[ema |
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File Action View Help

- - Pointer (PTR)
= z2FE 6= Hm &
* ons ~ Host IP Address:
= Y . Same [0011:0011:0011:0011:001 1:0011:001 1:0011 ‘
a g W\N-GD34A¢DLPQD &l (same stmaster.
b (] Global Logs ﬂ(same Fully qualified domain name (FQDN):

4 [ | Forward Lookup Zones

‘ 1.1,8,0.1.1.0,0.1.1.8,8,1.1.0,8,1.1.0,0,1.1.0.8,1,1.0.0,1,1.0.0,|p6.ar‘
| sirket.com.tr

4 [ | Reverse Lookup Zones Host name:

] 1.1.0.0.1.1.0.0.1.1.0.0." ‘lp\:é.snrket,com,u’
p | Trust Points
p ] Conditional Forwarders

H Browse... ‘

istemci tarafinda reverse kayd test edilmek istendiginde ilgili IP i¢in alan adi elde edilebilmektedir.
>11:11:11:11:112:2112:11:21

Server: UnKnown

Address: fc:ab:ab:2::10

Name: ipv6.sirket.com.tr

Address: 11:11:11:11:11:11:11:11

1.6 IPv6 Adres Alma Yontemleri

IPv6’da, cihazlar IPv6 adresini 3 farkl yontemle alabilmektedir:

* Durumsuz Adres Otomatik Konfiglirasyonu (Stateless address autoconfiguration - SLAAC)
Otomatik olarak gergeklesen yapilandirmada cihaz IPv6 6n ek bilgisini yonlendiriciden almakta,
geri kalan host bilgisini kendisi Giretmektedir.

* Duruma Baglh Adres Otomatik Konfiglirasyonu (Statefull Adress Autoconfiguration)

DHCPv6 ile gergeklestirilmektedir.

* Manuel

36



1.6.1 Duruma Bagh Adres Otomatik Konfiglirasyonu (DHCPv6)

* Yonlendirici Mbit olarak digime “1” doner ise digim DHCPv6’dan IP almasi gerektigini

anlamaktadir.

DHCPvé Server
Link-local : FE80::1:2:3:4

1.7 Adres Cakismasi Tespiti (Duplicate Address Detection - DAD)
Cihazin kendi link-local adresini (iretmeden 6nce ortamda ayni IP adresi olup olmadigini kontrol
etmesine DAD adi verilmektedir.
* Digim kendi MAC adresindeki son 24 biti alarak olusan link local adresi ile kendisine ait
olmasi gereken solicated-node ¢oklu gonderim adresine istek gondererek ortamda ayni IP

adresi olup olmadiginin tespitini saglamaktadir.

1.8 DUgumin DNS Sunucusunu Ogrenmesi
Other bit “0” ise yonlendirici, istemciye DNS vb. diger bilgileri manuel girmesi gerektigini belirtir.
Other bit “1” ise yonlendirici, istemciye DNS ve diger parametreleri DHCP den 6grenmesi gerektigini

belirtir.

1.8.1 Durumsuz Adres Otomatik Konfiglirasyonu (SLAAC)

* SLAACde istemci kendi yerel baglanti adresini kullanarak FF02::2 coklu génderim adresine
talep (solicitation) paketi gondermektedir. FF02::2 adresine gonderilen ¢oklu génderim

paketi ilgili agda yer alan tiim yonlendiricilere gitmektedir.
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ICMPv6 Type 133 (Router Solicitation)
Kaynak IPv6 Adres: FE80::1:1 (!Link Local Adres!)
Hedef IPv6 Adres: FF02::2 (Butun Routerlar)

FE80O:a:b:c:d:e:1:2 FE80::1:1

v

* Yonlendirici kendisine gelen istege karsilik olarak router solicitation (RS) paketi gonderir. RS
paketinin icinde ilgili aga ait 6n ek adresi ve/veya istemciye IP bilgisini stateless olarak

olusturmasi gerektigini ya da DHCP’den IP almasi gerektigini belirten bilgi bulunmaktadir.

ICMPvV6 Type 134 (Router Advertisement)
Kaynak IPv6 Adres: 2001:a98:8000:5::1
Hedef IPv6 Adres: FF02::1

Prefix: 2001:a98:8000:5::/64

2001:298:8000:5::1

)

-~
>

* Ayrica bu asamada istemci, yonlendiricinin adresini 6grenmektedir.

Yonlendirici istemciyi bilgilendirmek icin RS mesaji icerisinde “managed” ve “other” bitlerini
kullanmaktadir.
M bit “0” ise yonlendirici 6n eki verir ve istemciden IP’sini kendisinin hesaplamasini bildirir.

M bit “1” ise yonlendirici istemciye IP bilgisini DHCP’den almasi gerektigini belirtir.

Yonlendirici M bit olarak istemciye “0” donerse, istemci IP’sini kendisi otomatik olarak asagida yer
alan ornekteki gibi hesaplamaktadir.
Ornegin PC’nin MAC adresi 02:90:27:17:FC:OF olsun. PC /64 6n ek bilgisini aldiktan sonra geri
kalan 64 bit icin EUI -64 islemi baslamaktadir:
02:90:27:FF:FE:17:FC:OF
istemci IP adresi:

2001:A98:8000:5:0290:27FF:FE17:FCOF/64
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2. Yonlendiricide IPv6 ikili Yigin Konfigiirasyonu

PC2
-
10,10.20.10
10.10.10.10 Gio/1 10.1.1.1 10.1.1.2 2W1::$2.’:10
RO 200i:i/64 2001::2/64 R1 il
~ - =
Glojo Giojo Gi0/1
Gi0/2
PC1
o
2001:1:1:1::10

Verilen 6rnekte tiim olasi senaryolarin gorilebilmesi igin PC1 node u IPv6 PC2 node u IPv4 PC3 nodu

ise ikili yigin (dualstack / hem IPv4 hem IPv6 ) olarak ayarlanmistir.

Asagidaki konfiglirasyon orneginde gorildigu gibi ikili yigin konfiglirasyonu icin yonlendiriciler

Uzerinde yapilmasi gereken konfiglirasyon araylize hem IPv4 hem de IPv6 adresini atamaktir.

ROUTER 0 CONFiG
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ROUTER 1 CONFIiG

SLAAC ile dugimlerin otomatik olarak adres almasi icin router advertisement (RA) fonksiyonu
yonlendirici Gzerinde aktif edilmelidir. Birgok yonlendirici ve firewall lizerinde bu islem ayrica bir
komut ile yapilir. Fakat Cisco da Router(config)#ipv6 unicast-routing komutu ile IPv6 yonlendirme

aktif edildiginde RA fonksiyonu tiim portlarda otomatik olarak aktif olur.
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3. IPv6’ya Gegiste Ethernet Switchler Uzerinde Yapilmasi Gerekenler

IPv6 protokoll broadcast yerine multicast kullanmak lizere dizayn edilmistir. Ethernet switchlerin
multicast paketleri taniyabilmesi icin MLD snooping fonksiyonlarinin aktif edilmis olmasi gerekir.
Eger MLD snooping fonksiyonu aktif edilmemis ise Ethernet switch Gzerinden akan tim multicast
trafik broadcast edilecektir. Bu durum kurum agi lizerinde pasif dinleme ile bilgi toplamak isteyen

saldirganlara daha ¢ok bilginin génderilmesi anlamina gelmektedir.

MLD, IPv6 ¢oklu génderim(multicast) yonlendiricileri tarafindan, dogrudan bagh baglantilarinda
coklu gonderim dinleyicilerinin varhgini kesfetmek ve hangi ¢oklu gonderim paketlerinin hangi

komsu dugimler ile ilgilendigini kesfetmek igin kullanilan bir protokoldir.

MLD, IGMP'den tiretilmistir; MLD slirim 1 (MLDv1), IGMPv2'ye ve MLD siriim 2 (MLDv2), IGMPv3'e
esdegerdir. MLD, Internet Denetim iletisi Protokolii siiriim 6'nin (ICMPv6) bir alt protokoliidiir ve

MLD iletileri, IPv6 paketlerinde, baslik degeri 58 ile tanimlanan ICMPv6 iletilerinin alt kiimesidir.

Ethernet switch’ler hem MLDvl hem de MLDv2 protokol paketlerini izleyebilir ve hedef IPv6
multicast MAC adreslerine dayali olarak IPv6 multicast verilerini anahtarlar. Ethernet switch’ler ayni

anda MLD gozetleme ve IGMP gozetleme yapmak lizere yapilandirilabilmektedir.

Cisco switchler icin MLD protokolil asagidaki gibi aktif edilmektedir.

Switch(config)# ipv6 mld snooping

Global olarak MLD aktif edildikten sonra mevcut vlanlar icin ayrica MLD aktif edilmelidir. istenen
vlanlar da asagidaki gibi MLD aktif edilebilir.
Switch(config)# ipv6 mld snooping vlian 100
veya
Switch(config)# ipv6 mld snooping vian all

Komutu ile tim mevcut vlanlar icin MLD yi aktif edilebilir.
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4. |Pv6’da Sorun Giderme
Bircok agidan IPv6 da sorun giderme islemi IPv4’tekine benzer sekilde gerceklestirilmektedir.
e Ping komutu asagidaki gibi karsi tarafa paketlerinizin gidip gelmesinde bir problem olup

olmadiginin testi icin kullanihr.

2AB3:23EE:116:3E7::1

e Yine ayni sekilde tracert komutu asagidaki sekilde karsi tarafa giden iletisim hatti (izerinde

hangi router, firewall gibi L3 cihazlarin oldugunun tespiti igin kullanihr.

2883 :23EE:118:3E7::1

e |Pv6 de arp protokoli yoktur. Bu ylizden #arp —a komutu kullanilamaz. Bunun yerine show
IPv6 neighbor benzeri bir komut ile sizin ile ayni network tzerinde bulunan IP adresleri ve

bunlara ait MAC adresleri gorilebilir.

Bu komut Windows makineler icin #netsh interface ipv6 show neighbor seklindedir.
C:\Windows\system32> netsh interface ipv6 show neighbor

Interface 14: Wireless Network Connection

Internet Address Physical Address Type
fe80::9¢5a:€957:a865:bde9 00-0c-29-36-fd-f7 Stale
fe80::fa66:feff:fe31:7250 f8-66-f2-31-72-50 Reachable (Router)
ff02::1 33-33-00-00-00-01 Permanent
ff02::2 33-33-00-00-00-02 Permanent
ff02::c 33-33-00-00-00-0Oc Permanent
ff02::16 33-33-00-00-00-16 Permanent
ff02::1:2 33-33-00-01-00-02 Permanent
ff02::1:3 33-33-00-01-00-03 Permanent
ff02::1:ff20:4696 33-33-ff-20-46-96 Permanent

e Diglim uzerinde IPv6’'nin aktif olup olmadigl IPv6 loopback adresine ping atilarak test
edilebilir.

ping ::1
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Neighbor tablosu belirli araliklar ile temizlenir bu nedenle neighbor tablosuna bakildiginda o
andaki tim IPv6 komsulari gérilemeyebilir. Bu nedenle fff02::1 adresine ping atilarak vlan
icerisindeki tiim komsulara ping paketi gonderilebilir. Ardindan gelen cevap paketleri vasitasi
ile neighbor tablosu yenilenebilir. Fakat eger IPv6 diiglimleri Gzerinde firewall var ise ve bu
firewall ping paketlerini engelliyor ise aslinda var olan bir digiimden cevap alinamaz. Bu
konuya dikkat edilmelidir.

Ayni agda bulunan tim aktif IPv6 diglimleri 6grenmek i¢in all node multicast adresine ping
atilabilir.

Ping ff02::1
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